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NO.74 Which of the following options are common behavioral characteristics of viruses? (multiple choices)
* Download and backdoor features

* |nformation collection characteristics

* Self-hidden features

* Network attack characteristics

NO.75 The status code in the HT TP response message indicates the type of the response message, and there are many possible
values. Which of the following status codes represents the client request The resource does not exist?

* 400.

* 404

* 200

* 503

NO.76 The processing flow of IPS has the following steps;
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1. Reorganize application data

2. Match the signature

3. Message processing

4. Protocol identification

Which of the following is the correct order of the processing flow?

* 4-1-2-3

* 1-4-2-3

* 1-3-2-4

* 2-4-1-3

NO.77 An enterprise has 3 server, which is the most reasonable plan when deploy Policy Center system planning?

* manager + controller + FTP + witness database, controller + master database + FTP, controller + mirror database+ FTP
* manager + controller + FTP + master database, controller + FTP + witness database, controller + FTP

+ mirror database

* manager + controller + FTP + mirror database, controller + FTP + witness database, controller + FTP + master database
* manager + controller + FTP, controller + FTP + witness databases, controller + FTP + master database

NO.78 Information security is the protection of information and information systems to prevent unauthorized access, use, |eakage,
interruption, modification, damage, and to improve For confidentiality, integrity and availability. ,

* True

* Fase

NO.79 Use BGP protocol to achieve diversion, the configuration command is as follows

[sysname] route-policy 1 permit node 1

[sysname-route-policy] apply community no-advertise

[sysname-route-policy] quit

[sysname]bgp10029

[sysname-bgp] peer

[sysname-bgp] import-route unr

[sysname- bgpl ipv4-family unicast

[sysname-bgp-af-ipv4] peer 7.7.1.2 route-policy 1 export

[sysname-bgp-af-ipv4] peer 7.7. 1.2 advertise community

[sysname-bgp-af-ipv4] quit
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[sysname-bgp] quit

Which of the following optionsis correct for the description of BGP diversion configuration? (multiple choice)

* Use BGP to publish UNR routes to achieve dynamic diversion.

* After receiving the UNR route, the peer neighbor will not send it to any BGP neighbor.

* You also need to configure the firewall ddos bgp-next-hop fib-filter command to implement back-injection.

* The management center does not need to configure protection objects. When an attack is discovered, it automatically issues a
traffic diversion task.

NO.80 An enterprise administrator configures the Web reputation system as shown in the figure. Regarding the configuration, which
of the following statementsis correct?
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* The content in No. 2 must be configured.

* |n addition to this page configuration, you also need to enable the firewall and sandbox linkage, otherwise the page configuration
isinvalid

* The content in No. 4 must be configured.

* After the configuration is completed, you need to submit the configuration to take effect.

NO.81 In the big dataintelligent security analysis platform, it is necessary to collect data from data sources, and then complete a
series of actions such as data processing, detection and analysis, etc.

Which of the following options does not belong to the action that needs to be completed in the data processing part?
* Data preprocessing

* Threat determination

* Distributed storage

* Distributed index

NO.82 Huawei USG6000 products can scan and process certain file transfer protocols for viruses, but which of the following

protocols is not included?
* POP3
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* IMAP
* FTP
* TFTP

NO.83 Which of the following optionsis not a cyber security threat caused by weak personal security awareness?
* Disclosure of personal information

* Threats to theinternal network

* L eaking corporate information

* |ncreasing the cost of enterprise network operation and maintenance

NO.84 Which of the following optionsis correct for the sequence of the flow-by-stream detection of AntiDDoS?
1. The Netflow analysis device samples the current network flow;

2. Send adrainage command to the cleaning center;

3. Discover the DDoS attack stream;

4.Netior: analysis equipment sends alarms to ATIC management center

5. The abnormal flow is diverted to the cleaning center for further inspection and cleaning;

6. The cleaning center sends the host route of the attacked target | F address server to the router to achieve drainage
7. The cleaning log is sent to the management center to generate areport;

8. The cleaned traffic is sent to the original destination server.

* 1-3-4-2-5-6-7-8

* 1-3-2-4-6-5-7-8

* 1-3-4-2-6-5-8-7

* 1-3-24-6-5-8-7

NO.85 Which way can NAC Agent upgrade package be deployed?

* By IP addresses

* By termina type

* By account

* By user information

NO.86 The results of the RBL black and white list query on the firewall are asfollows:
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<USG> display rbl-filter whitelist

Pt O“Gd\on.cc

10.17.1.0 255.255.255 .~ ({ \
10.18.1. o @‘ﬁ@m

RBL blacklist(1):
IP address Mask
10.18.1.0 255.255.255.0
10.18.2.0 255.255.255.0

Based on the above information only, which of the following statementsis correct? (multiple choice)
* Mail with source address 10.17.1.0/24 will be blocked
* Mail with source address 10.18.1.0/24 will be blocked
* Mail with source address 10.17.1.0/24 will be released
* Mail with source address 10.18.1.0/24 will be released

NO.87 If the user&#8217;s FTP operation matches the FTP filtering policy, what actions can be performed? (multiple choice)
* Block

* Declare

* Alarm

* Execution

NO.88 Which of the following threats cannot be detected by 1PS?
* Virus

* Worms

* &)am

* DoS

NO.89 Regarding traditiona firewalls, which of the following statements are correct? (multiple choice)
* Lack of effective protection against application layer threats.

* |t cannot effectively resist the spread of viruses from the Internet to the intranet.

* Ability to quickly adapt to changesin threats.

* Unable to accurately control various applications, such as P2P, online games, etc. .

NO.90 The main attack prevention technologies of Huawei USG6000 products include: source detection, fingerprint learning and
associated defense.

* True

* False
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