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QUESTION 25

Which data security is the purpose of data watermark traceability?

*  Collection security

*  Transport security

*  Storage security

*  Exchange security

QUESTION 26

In which of the following cyberattacks might a virus attack be applied? (Multiple selection)

*  Sabotage

*  Infiltration

*  Elevation of power
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*  Information Collection

QUESTION 27

The following describes the network layer protection plan for HUAWEI CLOUD security architecture Which one is incorrect?

(single selection).

*  Tenants can be isolated through security group networks.

*  Fire protection is implemented between HUAWEI CLOUD and the customer network

*  Cloud network perimeter protection DDos can only be achieved by deploying anti-DDoS appliances.

*  The cloud network boundary protects service availability through DDos defense.

QUESTION 28

About black box testing in paint through testing Primarily to find problems with which of the following options?

*  Test the validity of internal data structures

*  Whether there are initialization or terminating errors

*  Whether the performance can meet the requirements

*  Whether there are incorrect or missing features

QUESTION 29

The following describes the network scanning defense technology Which one is wrong? (single selection).

*  The trapping probe has a business simulation function.

*  Firewalls and switch devices can act as trapping probes.

*  In networking mode where the trap and the trap probe are on the same firewall| CIS and SecoManager are not required for

trapping Closed-loop threat linkage can be completed directly through FW.

*  The trapping system produces a unique fingerprint for each attacker Able to record hacker IP, operating system Information such

as browser type, type of attack weapon, etC.

QUESTION 30

NIP&#8217;s service interfaces are all working at Layer 2, which can not change the customer&#8217;s existing network topology.

It provides direct and transparent access to the customer network In addition, the default threat protection policy is configured, and

protection can be started after connecting to the network.

*  TRUE

*  FALSE

QUESTION 31

Which of the following threats cannot be detected by the sandbox virtual execution environment? (Single selection)

*  C&C attack

*  PDF file virus

*  PE file virus

*  Web file virus

QUESTION 32

The FireHunter series of sandboxes gives accurate results based on the analysis Real-time detection, blocking and reporting of

grayscale *Flow volume Effectively avoid the rapid spread of unknown threat attacks and the loss of enterprise core information

assets.
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*  TRUE

*  FALSE

QUESTION 33

The firewall policy feature supports IPv4, but does not support IPv6 (radio selection).

*  TRUE

*  FALSE

QUESTION 34

USG firewall&#8217;s DDoS attack prevention techniques include which of the following?

*  Current limiting technology

*  Cryptography

*  Fingerprint technology

*  Source detection technology

QUESTION 35

In the stage of incident response What do the following security personnel need to do? (Selection).

*  Perform root cause analysis

*  Control events

*  Collect evidence

*  Rebuild the system

QUESTION 36

Which of the following can be used as a Huawei IPS device to determine intrusion behavior? (single selection).

*  Session table

*  signature

*  Routing table

*  IP address

QUESTION 37

Trojans due to infection of other files It also destroys computer systems, and at the same time replicates itself, so Trojans have the

characteristics of traditional computer viruses.

*  TRUE

*  FALSE

QUESTION 38

The following describes how the intrusion prevention signature database is upgraded Which is wrong which n single selection)

*  Local upgrade methods include scheduled upgrade and immediate upgrade.

*  Online upgrade methods include scheduled upgrade and immediate upgrade.

C can be upgraded locally to the feature database.

*  You can upgrade the special library by upgrading in Lee.

QUESTION 39
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Hard drives are non-volatile memory on the host computer that uses a hard spinning platter It stores and retrieves data on a flat

magnetic surface. So which of the following options does the data hard disk save file saved in the hard disk?

*  cluster

*  object

*  slice

*  piece

QUESTION 40

In the Anti-DDos system, the function of cleaning devices is to detect anomalous traffic in the network and escalate to the

management centre (single selection).

*  TRUE

*  FALSE

QUESTION 41

Huawei&#8217;s network security intelligence system CIS can only be linked with which of the following devices to block viruses?

*  Firewall

*  Agile Controller-Campus

*  SecoManager

*  AgileController-DCN
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