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Citrix 1Y0-312 exam is a comprehensive exam that covers a wide range of topics related to Citrix Virtual Apps and Desktops

administration. Topics covered in the exam include advanced administration tasks such as configuring and managing virtualization

environments, managing application and desktop images, and implementing security policies. 1Y0-312 exam also covers advanced

troubleshooting techniques, which are essential for professionals who are responsible for managing complex virtualization

environments.

 

NO.67 Which three pre-requisites should a Citrix Engineer take into consideration when configuring Smart Card authentication in

the Citrix Virtual Apps and Desktops environment? (Choose three.)

*  Install the vendor&#8217;s Smart Card middleware on the virtual or physical machines running the Virtual Delivery Agent

(VDA) that provide user&#8217;s desktops and applications.

*  Enable pass-through with Smart Card authentication to ensure Smart Card readers type, middleware type and configuration, and

middleware PIN caching policy permit this.

*  Enable a two-way trust relationship with the StoreFront server and the domain.

*  Ensure that the public-key infrastructure (PKI) is configured appropriately.

*  Ensure that Domain Passthrough authentication for the Store is on the StoreFront server.

https://docs.citrix.com/en-us/storefront/1912-ltsr/configure-authentication-and-delegation/configure-smart-card.html
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NO.68 Which User Layer requires the least amount of administrative effort to store user settings limited to Microsoft Outlook data

and settings for a hosted shared desktop solution based on Windows Server 2012?

*  Session Office 365

*  Citrix Profile Management with Full

*  Full

*  Office 365

NO.69 Which file is used to store a subscription on the Storefront server?

*  PersistentDictionary.edb

*  Web.config

*  Subscription.txt

*  Style.csv

Explanation/Reference: https://www.carlstalhood.com/storefront-subscriptions/

NO.70 How can a Citrix Engineer setup synchronization of subscription data between server groups using a replication schedule?

*  Execute a Windows PowerShell command on the StoreFront server

*  Make changes in the subscription file on the StoreFront server

*  Make changes in the web.config file on the StoreFront server

*  Use the StoreFront console

NO.71 Which service on the StoreFront server is responsible for replication of user subscriptions?

*  Citrix Configuration Replication

*  Citrix Service Monitor

*  Citrix Credential Wallet

*  Citrix Subscriptions Store

https://webcache.googleusercontent.com/search?q=cache:auCqYUHs1RcJ

https://www.carlstalhood.com/storefront-

subscriptions/+&cd=3&hl=en&ct=clnk&gl=pk&client=firefox-b-d

NO.72 Which three pre-requisites should a Citrix Engineer take into consideration when configuring Smart Card authentication in

the Citrix Virtual Apps and Desktops environment? (Choose three.)

*  Install the vendor&#8217;s Smart Card middleware on the virtual or physical machines running the Virtual Delivery Agent

(VDA) that provide user&#8217;s desktops and applications.

*  Enable pass-through with Smart Card authentication to ensure Smart Card readers type, middleware type and configuration, and

middleware PIN caching policy permit this.

*  Enable a two-way trust relationship with the StoreFront server and the domain.

*  Ensure that the public-key infrastructure (PKI) is configured appropriately.

*  Ensure that Domain Passthrough authentication for the Store is on the StoreFront server.

NO.73 Which component must a Citrix Engineer use to configure security settings on User Layer folders?

*  Delivery Controller

*  Site database

*  File server

*  Enterprise Layer Manager (ELM) Server Management console

https://docs.citrix.com/en-us/citrix-app-layering/4/layer/enable-user-layers.html#configure-security-settings-on-user-layer-folders

NO.74 Which two statements are true for Workspace Environment Management (WEM) Memory Management? (Choose two.)

*  WEM will NOT release the process&#8217;s excess RAM to the page file when the process becomes idle.
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*  WEM can exclude specific processes from being optimized.

*  WEM calculates how much RAM a process is using and the minimum amount of RAM a process needs.

*  WEM optimizes specific applications during a desktop session based on priority.

https://docs.citrix.com/en-us/workspace-environment-management/service/user-interface-description/system-optimization/memory-

management.html

NO.75 Which two components directly communicate with each other during the process of resource launch, when Federated

Authentication Service (FAS) is used? (Choose two.)

*  Certificate Authority and Domain Controller

*  FAS Server and Delivery Controller

*  FAS Server and Citrix ADC

*  FAS Server and Virtual Delivery Agent (VDA)

NO.76 What does a Citrix Engineer need to consider when upgrading the Workspace Environment Management (WEM)

Administration Console?

*  The PowerShell command New-DatabaseConfiguration must be run prior to updating the Administration Console.

*  The Agent must be upgraded prior to upgrading the Administration Console.

*  The associated .DLL files must be updated using the command-line interface after upgrading the Administration Console.

*  The infrastructure service and the database must be upgraded prior to upgrading the Administration Console.

NO.77 A SQL Database Administrator has been asked to create a backup policy for the Citrix Virtual Apps and Desktops databases.

Which three SQL databases does a SQL Database Administrator need to back up for a Citrix environment? (Choose three.)

*  Monitoring database

*  Site database

*  Configuration Logging database

*  License Server database

*  Subscription database

Reference:

https://docs.citrix.com/en-us/citrix-virtual-apps-desktops/technical-overview/databases.html

NO.78 A Citrix Engineer needs to return an environment back to normal operations after a Disaster Recovery (DR) occurred.

Which two tasks does Citrix recommend to move the users from the backup datacenter to the primary datacenter? (Choose two.)

*  Terminate existing user sessions.

*  Block access to the Disaster Recovery datacenter.

*  Enable access to the primary datacenter.

*  Block access to the primary datacenter.

*  Enable access to the Disaster Recovery datacenter.

NO.79 Which User Layer requires the least amount of administrative effort to store user settings limited to Microsoft Outlook data

and settings for a hosted shared desktop solution based on Windows Server 2012?

*  Session Office 365

*  Citrix Profile Management with Full

*  Full

*  Office 365

Explanation/Reference: https://docs.citrix.com/en-us/citrix-app-layering/4/layer/enable-user-layers.html

NO.80 Scenario: There are two domains in an organization: Domain A and Domain B. A Citrix Engineer configured SAML
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authentication for Domain A, without implementing Citrix Federated Authentication Service (FAS).

While launching the Citrix apps, the Single Sign-on will	.

*  work for users from Domain A and NOT for users from Domain B

*  work for users from Domain B and NOT for users from Domain A

*  work for the users from Domain A and Domain B

*  NOT work for the users from Domain A and Domain B

NO.81 Which User Layer requires the least amount of administrative effort to store user settings limited to Microsoft Outlook data

and settings for a hosted shared desktop solution based on Windows Server 2012?

*  Session Office 365

*  Citrix Profile Management with Full

*  Full

*  Office 365

Reference:

https://docs.citrix.com/en-us/citrix-app-layering/4/layer/enable-user-layers.html

NO.82 How often should a Citrix Engineer backup the Citrix database, based on Citrix recommendations?

*  After changes are made to the environment

*  Daily

*  Weekly

*  Before any change to the environment

NO.83 What is a Citrix App Layering recipe?

*  Documented sequence of steps for integrating applications into Citrix App Layering

*  Scripts to automate the deployment of a Citrix App Layering infrastructure

*  Scripts to automate the deployment of applications into Citrix App Layering

*  Documented sequence of step for installing a Citrix App Layering infrastructure

Explanation

https://docs.citrix.com/en-us/citrix-app-layering/4/layer/app-layering-recipes.html

NO.84 What is the first step in the migration process of an on-premises Workspace Environment Management (WEM) environment

that is currently in production to a WEM Citrix Cloud service?

*  Reinstall the WEM service agent on managed machines.

*  Export the data within the database to a SQL file.

*  Download the migration tool from the WEM service Downloads tab.

*  Modify permissions on the infrastructure service.

https://docs.citrix.com/en-us/workspace-environment-management/service/migrate.html

NO.85 Scenario: An organization has two Citrix Virtual Apps and Desktop Sites; Site A and Site B.

Both Sites have their own StoreFront and Citrix ADC. The resource group is placed in Site B.

A user from Site A tries to logon and launch an application from Site B.

The enumeration will occur through StoreFront Site and the application launch will occur through Citrix ADC Site when Optimal

Gateway routing is configured.

*  B; A
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*  A; A

*  B; B

*  A; B

NO.86 What are two valid Redundancy options for the Citrix License Server? (Choose two.)

*  Use Citrix Application Delivery Management (ADM) High Availability (HA).

*  Use Citrix Application Delivery Management (ADM) Load Balancing.

*  Create a standby License Server.

*  Create a Microsoft cluster with multiple nodes.

*  Configure a Citrix License Server High Availability (HA) pair.

Explanation

https://docs.citrix.com/en-us/licensing/current-release/clustered-license-servers.html

NO.87 Which tool should a Citrix Engineer use to change the priority of an application layer to meet business requirements?

*  PowerShell on ELM server

*  ELM Management console

*  PowerShell on Delivery Controller

*  LayerPriority Utility

Reference:

https://support.citrix.com/article/CTX225934

NO.88 Scenario: A Citrix Engineer is working on a StoreFront subscription synchronization issue in an existing Citrix Virtual Apps

and Desktops environment. One StoreFront server is in the New York datacenter and another in the San Francisco datacenter. The

servers are NOT in the same group. The engineer has run all the required PowerShell commands on both StoreFront servers.

In which local Windows user group of each StoreFront server should the engineer add the Microsoft Active Directory domain

machine accounts?

*  CitrixSuscriptionServerUsers

*  CitrixClusterMembers

*  CitrixSubscriptionsStoreServiceUsers

*  CitrixSubscnptionsSyncUsers

NO.89 Which three considerations are accurate when adding Active Directory (AD) objects to a Workspace Environment

Management (WEM) Configuration set? (Choose three.)

*  Multiple users can be added at the same time by separating names with semicolons.

*  Individual or multiple AD users can be added to the WEM console but NOT groups.

*  Machine objects can be added using the Add Object button or Add OU button.

*  Objects must be configured in WEM before actions can be applied to them.

*  Item Priority can be assigned to user or OU objects but NOT to machine objects.

Explanation/Reference: https://docs.citrix.com/en-us/workspace-environment-management/current-release/user-interface-

description/active-directory-objects.html
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Citrix 1Y0-312 is an advanced level certification exam for IT professionals who want to demonstrate their expertise in managing

and deploying Citrix Virtual Apps and Desktops 7. 1Y0-312 exam is designed to test the candidate's knowledge and skills in areas

such as advanced administration concepts, troubleshooting, and optimizing the Citrix environment. Passing the exam is a

prerequisite for obtaining the Citrix Certified Professional ? Virtualization (CCP-V) certification.
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