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The PCCSE certification exam isideal for cloud security professionals who want to enhance their skills and knowledge in cloud
security, and for those who wish to demonstrate their expertise in securing cloud environments. Prisma Certified Cloud Security
Engineer certification exam is designed to assess an individual's ability to design, implement, and manage cloud security solutions
using the Prisma suite of products. The PCCSE exam is arigorous certification that requires candidates to have a deep understanding
of cloud security concepts, best practices, and emerging technologies. Successful completion of the PCCSE certification exam
demonstrates to employers that an individual has a strong understanding of cloud security and is capable of securing cloud
environments using the latest technol ogies and best practices.

QUESTION 14
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A Prisma Cloud administrator is tasked with pulling areport via APl The Prisma Cloud tenant is located on app2.pnsmacfoudo.

What is the correct APl endpoint?
*https //api2-prismacloud io
*https://api.prismactoud.io
*https://api 2eu-prismacioud.io

* https.//api pnsmacloud.cn

QUESTION 15

What is the order of stepsin a Jenkins pipeline scan?

(Drag the steps into the correct order of occurrence, from the first step to the last.)

Answer Area

n_tﬁg’gc;\omions

Unordered Options o ﬂ{!g

Scan Image GO\\‘GU
oV~
Publish Scan %ﬁ@g ;
Build Image
Commit to Registry
Answer Area

Unordered Options N I_Cﬁ@‘g;\Options

Scan Image Gc}\:@n’%‘é'ge
_ya

Publish Scan %@g AU g Publish Scan Details
Build Image Build Image
Commit to Registry Commit to Registry

QUESTION 16

Which options show the steps are required to upgrade Console when using projects?

* Upgrade Defender

Upgrade Central Console

Upgrade Supervisor Consoles

* Upgrade all Supervisors Consoles
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Upgrade Central Console
* Upgrade Central Console

Upgrade all Supervisor Consoles

* Upgrade Central Console

Upgrade Central Console Defenders

QUESTION 17

Match the correct scanning mode for each given operation.

(Select your answer from the pull-down list. Answers may be used more than once or not at all.)

Answer Area

Create SNS Topic

Triggers
Select an S3
A0

l W ) t‘\.m'

Seiect an S3 bucket
with existing files

Link an S3 logging to
CloudTrail

Answer Area

Create‘SNS Topic No data security scan .
Triggers !E E
Select an $3 t%imiam'vard Scan only
A Vala W
nu'—]

Seiect an S3 bucket
with existing files

Forward or Backward
Scan

Link an S3 logging to
CloudTrail

QUESTION 18

Backward Scan only

0‘-\ Dmgc\urity scan

Forward Scan only

Forward or Backward
Scan

Backward Scan only

\I:Gﬁagc‘urity scan

Forward Scan only

Forward or Backward
Scan

Backward Scan only
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Y ou wish to create a custom policy with build and run subtypes. Match the query types for each example.
(Select your answer from the pull-down list. Answers may be used more than once or not at all.)

Answer Area

O

config where
cloud.type = ‘aws'

$.resource[*].aws_s3 g

buckeE i ﬂc

| S5
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Build

JSON query type

Answer Area

config where Run . r{ Gom
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Answer Area
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RQL type Build

JSON query type Build
QUESTION 19

On which cloud service providers can you receive new API release information for Prisma Cloud?
* AWS, Azure, GCP, Oracle, Alibaba

* AWS, Azure, GCP, IBM

* AWS, Azure, GCP, IBM, Alibaba

* AWS, Azure, GCP, Oracle, IBM

QUESTION 20

Which port should a security team use to pull data from Console& #8217;s API?
* 8084

* 8083

* 25

* 53

QUESTION 21

What will happen when a Prisma Cloud Administrator has configured agentless scanning in an environment that also has Host and
Container Defenders deployed?

*Agentless scans do not conflict with Defender scans, so both will run.

* Both agentless and Defender scans will be disabled and an error message will be received.

* Agentless scan will automatically be disabled, so Defender scans are the only scans occurring.

* Defender scans will automatically be disabled, so agentless scans are the only scans occurring.

QUESTION 22

Which two processes ensure that builds can function after a Console upgrade? (Choose two )
* updating any build environments that have twistcli included to use the latest version

* configuring build pipelines to download twistcli at the start of each build

* creating anew policy that allows older versions of twistcli to connect the Console

* allowing Jenkins to automatically update the plugin
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QUESTION 23

Which aerts are fixed by enablement of automated remediation?

*All applicable open alerts regardless of when they were generated, with aert status updated to & #8220;resol ved& #8221
*All applicable open alerts regardless of when they were generated, with alert status updated to & #8220;dismissed& #8221;
* Only the open alerts that were generated before the enablement of remediation, with alert status updated to

& #8220;resolved& #8221,

* Only the open alerts that were generated after the enablement of remediation, with alert status updated to

& #8220;resolved& #8221,

QUESTION 24

What is the correct method for ensuring key-sensitive data related to SSNs and credit card numbers cannot be viewed in Dashboard
> Data view during investigations?

* (o to Settings > Data > Data Patterns, search for SSN Pattern, edit it, and modify the proximity keywords.

* Goto Policies> Data > Clone > Modify Objects containing Financial Information publicly exposed and change the file exposure
to Private.

* (o to Settings > Data > Snippet Masking and select Full Mask.

* Go to Settings > Cloud Accounts > Edit Cloud Account > Assign Account Group and select a group with limited permissions.

QUESTION 25

A customer has a requirement to terminate any Container from image topSecret:latest when a process named ransomWare is
executed.

How should the administrator configure Prisma Cloud Compute to satisfy this requirement?

* set the Container model to manual relearn and set the default runtime rule to block for process protection.

* set the Container model to relearn and set the default runtime rule to prevent for process protection.

* add a new runtime policy targeted at a specific Container name, add ransomWare process into the denied process list, and set the
action to & #8220; prevent& #8221;.

* choose & #8220;copy into rule& #8221, for the Container, add a ransomWare process into the denied process list, and set the
action to & #8220;block& #8221;.

QUESTION 26

The compliance team needs to associate Prisma Cloud policies with compliance frameworks. Which option should the team select to
perform thistask?

* Compliance

* Policies

* Alert Rules

* Custom Compliance

QUESTION 27

What are the two ways to scope a Cl policy for image scanning? (Choose two.)
* container name

* image name

* hosthname

* image labels
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QUESTION 28

Which step isincluded when configuring Kubernetes to use Prisma Cloud Compute as an admission controller?
* copy the admission controller configuration from the Console and apply it to Kubernetes

* enable Kubernetes auditing from the Defend > Access > Kubernetes page in the Console

* copy the Console address and set the config map for the default namespace

* create anew namespace in Kubernetes called admission-controller.

QUESTION 29

Which &#8220;kind& #8221; of Kubernetes object is configured to ensure that Defender is acting as the admission controller?
* MutatingWebhookConfiguration

* DestinationRules

* ValidatingWebhookConfiguration

* PodSecurityPolicies
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