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QUESTION 74

A developer has been unable to remove a particular data folder that ateam no longer uses. The developer escalated the issue to the
systems administrator. The following output was received:
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# rmdir data/ m
rmdir: failed to remove ‘data/': 0%§%ﬁ§@bﬁjgot permitted
# rm -rf data/ 0\\8

rm: cannot remove ‘diﬁgyﬁaggg%ation not permitted
# mv data/ iﬁ}

mv: cannot ﬁéﬁe gdata/' to ‘mydata': Operation not permitted
# cd data/
$# cat > test.txt

bash: test.txt: Permission denied

Which of the following commands can be used to resolve this issue?
* chgrp -R 755 data/

* chmod -R 777 data/

* chattr -R -i data/

* chown -R dat&/

Explanation

The command that can be used to resolve the issue of being unable to remove a particular data folder is chattr

-R -i datal. This command will use the chattr utility to change file attributes on a Linux file system. The -R option means that chattr
will recursively change attributes of directories and their contents. The -i option means that chattr will remove (unset) the immutable
attribute from files or directories. When afile or directory has the immutable attribute set, it cannot be modified, deleted, or
renamed.

The other options are not correct commands for resolving thisissue. The chgrp -R 755 datal command will change the group
ownership of data/ and its contents recursively to 755, which is not avalid group name. The chgrp command is used to change group
ownership of files or directories. The chmod -R 777 datal command will change the file mode bits of data/ and its contents
recursively to 777, which means that everyone can read, write, and execute them. However, thiswill not remove the immutable
attribute, which prevents deletion or modification regardless of permissions. The chmod command is used to change file mode bits
of filesor directories. The chown -R data/ command isincomplete and will produce an error. The chown command is used to change
the user and/or group ownership of files or directories, but it requires at least one argument besides the file name. References:
CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 7:

Managing Disk Storage; chattr(1) &#8211; Linux manual page; chgrp(1) &#8211; Linux manual page; chmod(1) &#8211; Linux
manual page; chown(1) &#8211; Linux manual page

QUESTION 75

A systems administrator has been tasked with disabling the nginx service from the environment to prevent it from being
automatically and manually started. Which of the following commands will accomplish this task?

* systemctl cancel nginx

* systemctl disable nginx

* systemctl mask nginx

* systemctl stop nginx
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QUESTION 76
A Linux user reported the following error after trying to connect to the system remotely:

ssh: connect to host 10.0.1.10 port 22: Resource temporarily unavailable The Linux systems administrator executed the following
commands in the Linux system while trying to diagnose this issue:

622 3.0 (ﬂ"*zn
# firewall-cmd --lisc-all 0“ CO
public {active) \\eo“_\

target: defaulc CO

iemp-block-1i rv-wxﬁm

el c

Which of the following commands will resolve this issue?

* firewall-cmd &#8211;zone=public & #8211;permanent & #8211;add-service=22

* systemctl enable firewalld; systemctl restart firewalld

* firewall-cmd & #8211;zone=public &#8211;permanent & #8211;add-service=ssh

* firewall-cmd &#8211;zone=public & #8211;permanent & #8211;add-port=22/udp

The firewall-cmd & #8211;zone=public & #8211;permanent & #8211;add-service=ssh command will resolve the issue by allowing
SSH connections on port 22 in the public zone of the firewalld service. This command will add the ssh service to the permanent
configuration of the public zone, which means it will persist after areboot or areload of the firewalld service. The firewall-cmd
&#38211;zone=public &#8211;permanent & #8211;add-service=22 command isinvalid, as 22 is not avalid service name. The
systemctl enable firewalld; systemctl restart firewalld command will enable and restart the firewalld service, but it will not change
the firewall rules. The firewall-cmd &#8211;zone=public & #8212; permanent & #8211;add-port=22/udp command will allow UDP
traffic on port 22 in the public zone, but SSH uses TCP, not UDP. References: CompTIA Linux+ (XK0-005) Certification Study
Guide, Chapter 18: Securing Linux Systems, page 543.

QUESTION 77

An administrator recently updated the BIND software package and would like to review the default configuration that shipped with
this version. Which of the following files should the administrator review?

* [etc/named.conf.rpmnew

* [etc/named.conf.rpmsave

* [etc/named.conf

* [etc/bind/bind.conf
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After installing a new version of a package that includes a configuration file that already exists on the system, such as
[etc/httpd/conf/httpd.conf, RPM will create anew file with the .rpmnew extension instead of overwriting the existing file. This
allows the administrator to review the default configuration that shipped with this version and compare it with the current
configuration before deciding whether to merge or replace the files. The /etc/named.conf.rpmsave file is created by RPM when a
package is uninstalled and it contains a configuration file that was modified by the administrator. This allows the administrator to
restore the configuration file if needed. The /etc/named.conf file is the main configuration file for the BIND name server, not the
httpd web server. The /etc/bind/bind.conf file does not exist by default in Linux systems. References: CompTIA Linux+ (XK0-005)
Certification Study Guide, Chapter 19: Managing Packages and Software, page 561.

QUESTION 78

A Linux administrator needs to obtain alist of all volumesthat are part of a volume group. Which of the following commands
should the administrator use to accomplish this task?

* vgs

* lvs

* fdisk -1

* pvs

The lvs command can be used to obtain alist of all volumesthat are part of a volume group. This command will display information
such as the name, size, attributes, and volume group of each logical volume in the system. The vgs command can be used to obtain a
list of &l volume groups in the system, not the volumes. The fdisk -1 command isinvalid, as-1 isnot avalid option for fdisk. The
pvs command can be used to obtain alist of all physical volumesin the system, not the volumes. Reference: CompTIA Linux+
(XK0-005) Certification Study Guide, Chapter 14: Managing Disk Storage, page 461.

QUESTION 79

A Linux administrator provisioned a new web server with custom administrative permissions for certain users. The administrator
receives areport that userl is unable to restart the Apache web service on this server. The administrator reviews the following
output:

[ root@server | #id userl
UID=1011 (userl) gid=1011 (USER1) groups=1011 (userl), 101 (www-data), 1120 (webadmin)
[ root@server | # cat /etc/sudoers.d/custom.conf

userl ALL=/usr/shin/systemctl start httpd, /usr/shin/systemctl stop httpd webadmin ALL=NOPASSWD: /etc/init.d.httpd restart,
[shin/service httpd restart, /usr/shin/apache2ctl restart

#%owheel ALL=(ALL) NOPASSWD: ALL

Which of the following would most likely resolve the issue while maintaining aleast privilege security model?

* Userl should be added to the wheel group to manage the service.

* Userl should have & #8220;NOPA SSWD:& #8221, after the & #8220;ALL=& #8221, in the custom. conf.

* Thewheel line in the custom. conf file should be uncommented.

* Webadmin should be listed as a group in the custom. conf file.

The custom.conf file grants sudo privileges to userl and webadmin for managing the Apache web service, but it uses different
commands for each of them. Userl is allowed to use systemctl to start and stop the httpd service, while webadmin is allowed to use
init.d, service, or apache2ctl to restart the httpd service. However, the userl is unable to restart the service, only start and stop it. To
fix this, userl should be able to use the same commands as webadmin, which can be achieved by listing webadmin as agroup in the
custom.conf file, using the syntax %groupname. This way, userl will inherit the sudo privileges of the webadmin group, and be able
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to restart the Apache web service without compromising the least privilege security model.
Reference
Sudo and Sudoers Configuration | Servers for Hackers, section & #8220; Groups& #8221;

Chapter 12. Managing sudo access & #8211; Red Hat Customer Portal, section & #8220;12.1. Configuring sudo access for users and
groups& #8221;

QUESTION 80

Which of the following is the best tool for dynamic tuning of kernel parameters?

* tuned

* tunezfs

* tuned-adm

* turbostat

The tuned application is the best tool for dynamic tuning of kernel parameters, as it monitors the system and optimizes the
performance under different workloads. It provides a number of predefined profiles for typical use cases, such as power saving, low
latency, high throughput, virtual machine performance, and so on. It also allows users to create, modify, and delete profiles, and to
switch between them on the fly. The tuned application uses the sysctl command and the configuration files in the /etc/sysctl.d/
directory to adjust the kernel parameters at runtime.

References

* Chapter 2. Getting started with TuneD &#8211; Red Hat Customer Portal, paragraph 1
* Kernel tuning with sysctl &#8211; Linux.com, paragraph 1

QUESTION 81

A systems administrator receives reports that several virtual machinesin a host are responding slower than expected. Upon further
investigation, the administrator obtains the following output from one of the affected systems:

16:00:01 PM CPU Buser S®nice &system, %iowait %steal kidle
16:10:01 PM  all 17.58  0.00 \t.ecuﬂ‘?‘- e 0.00 54.33 18.73
16:20:01 PM all 22.34 e*;:a 24 11.75 0.00 48.69 17.22
16:30:01 PM all QL oP 10 11.69 0,00 57.85 4.97
16:4D0:01 PM all 2 ‘3- .49 'Ti 11.69 D.00 53,21 9.61
16:50:01 PM all 25.49 | 11.69 0.00 56.49 6.33

Which of the following best explains the reported issue?

* The physical host is running out of CPU resources, leading to insufficient CPU time being allocated to virtual machines.

* The physical host has enough CPU cores, leading to users running more processes to compensate for the slower response times.
* The virtual machine has enough CPU cycles, leading to the system use percentage being higher than expected.

* The virtual machineis running out of CPU resources, leading to users experiencing longer response times.

Based on the output from one of the affected systems, the best explanation for the reported issue is that the virtual machineis
running out of CPU resources, leading to users experiencing longer response times (D). The output shows that the system use
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percentage is very high (57.85%), indicating that the virtual machine is using most of its CPU cycles for system processes. This
leaveslittle CPU time for user processes, which results in slower performance. The other explanations are not supported by the
output or are contradictory.

References:

* [CompTIA Linux+ Study Guide], Chapter 8: Optimizing Linux Performance, Section: Monitoring CPU Usage

* [How to Interpret CPU Usage Statistics]

QUESTION 82

A Linux administrator cloned an existing Linux server and built a new server from that clone. The administrator encountered the
following error after booting the cloned server:

Device mismatch detected

The administrator performed the commands listed below to further troubleshoot and mount the missing filesystem:

#1s -al /dev/disk/by-uuid/ _ \Eﬂﬂfl

total 0 ,\\ec,’u(}'i ;

drwxr-xr-x 2 root 220 Jul 08:: gﬂfﬁﬁa

drwxr-xr-x 2 root 16 -\1 _’mﬁ}_

1rwxrwxrwx 1 root 26 "Jul 11:10 2251a54-6c14-9187-df8629373 -> ../../sdb
lrwxrwxrwx 1 root 26 Jul 11:10 4211¢c54-2al13-7291-bd86€29373 -> ../../sdc
lrwxrwXrwx 1 root 26 Jul 11:10 3451b54-6d10-3561-ad8629373 -> ../../sdd

Which of the following should administrator use to resolve the device mismatch issue and mount the disk?
* mount disk by device-id

* fsck -A

* mount disk by-label

* mount disk by-blkid

Explanation

The administrator should use the command mount disk by device-id to resolve the device mismatch issue and mount the disk. The
issueis caused by the cloned server having a different device name for the disk than the original server. The output of blkid shows
that the disk has the device name /dev/sdbl on the cloned server, but the output of cat /etc/fstab shows that the disk is expected to
have the device name /dev/sdal. The command mount disk by device-id will mount the disk by using its unique identifier (UUID)
instead of its device name. The UUID can be obtained from the output of blkid or Isblk -f. The command will mount the disk to the
specified mount point (/data) and resolve the issue. The other options are incorrect because they either do not mount the disk (fsck
-A), do not use the correct identifier (mount disk by-label or mount disk by-blkid), or do not exist (mount disk by-blkid). References:
CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 10: Managing Storage, pages 318-319.
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QUESTION 83
A technician recently installed Linux on a desktop computer.
The desktop has two graphics cards from two different vendors. One of the graphics cards works, but the other does not.

Which of the following commands should the technician use to start troubleshooting this issue?
* |smod

* Vmstat

* Gdm

* startx

QUESTION 84

A Linux administrator is scheduling a system job that runs a script to check available disk space every hour. The Linux administrator
does not want users to be able to start the job.

Given the following:

[Unit]

Description=Check available diskt§E§(¥A

RefuseManualstart=ye (j{k()(\
Re fuseManualSt(oK @i\e

OnCalendar=%-*x-*_%:00:00
Unit=checkdiskspace.service

[Install]
WantedBy=timers.target

The Linux administrator attempts to start the timer service but receives the following error message:

Failed to start checkdiskspace.timer: Operation refused ...

Which of the following is MOST likely the reason the timer will not start?
* The checkdiskspace.timer unit should be enabled via systemctl.
* The timers.target should be rel oaded to get the new configuration.
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* The checkdiskspace.timer should be configured to allow manual starts.

* The checkdiskspace.timer should be started using the sudo command.

The most likely reason the timer will not start is that the checkdiskspace.timer should be configured to alow manual starts. By
default, systemd timers do not allow manual activation via systemctl start, unless they have RefuseM anual Start=no in their [Unit]
section. This option prevents users from accidentally starting timers that are meant to be controlled by other mechanisms, such as
calendar events or dependencies. To enable manual starts for checkdiskspace.timer, the administrator should add

RefuseManual Start=no to its [Unit] section and reload systemd.

QUESTION 85

A systems administrator creates a public key for authentication. Which of the following tools is most suitable to use when uploading
the key to the remote servers?

* scp

* ssh-copy-id

* ssh-agent

* ssh-keyscan

Explanation

The best tool to use when uploading the public key to the remote serversis B. ssh-copy-id. Thistool will copy the public key from
the local computer to the remote server and append it to the authorized keys file, which is used for public key authentication. This
tool will also create the necessary directories and files on the remote server if they do not exist. The other tools are either not suitable
or not relevant for thistask. For example:

A: scpisatool for securely copying files between hosts, but it does not automatically add the public key to the authorized_keysfile.
C: ssh-agent isatool for managing private keys and passphrases, but it does not upload the public key to the remote server.

D: ssh-keyscan isatool for collecting public keys from remote hosts, but it does not upload the public key to the remote server.

QUESTION 86

A junior Linux administrator is tasked with installing an application. The installation guide states the application should only be
installed in arun level 5 environment.

$ systemctl get-default
getty.target

Which of the following commands would ensure the server is set to runlevel 5?
* gystemctl isolate multi-user.target

* gystemctl isolate graphical .target

* gystemctl isolate network.target

* gystemctl isolate basic.target

QUESTION 87

A junior developer is unable to access an application server and receives the following output:
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[root@serverl ~]# ssh dev2@172.16.25.126
dev2@172.16.25.126"'s password: ﬁ(_‘,()
Permission denied, please tr@\\@ \IQ

dev2€@172.16.25.126" s§§€
Permission d ease try again.

dev2@172. 16 §§ﬁ$26'5 password:

Account locked due to 4 failed logins

Account locked due to 5 failed logins

Last logins Mon Apr 22 21521:06 2021 from 172.16.16.52

The systems administrator investigates the issue and receives the following output:

[root@serverl ~1# Dafice &?éleZ --user=dev2
Login Failures \}Htest failure From
dev2 5 04/22/21 21:22:37 172.16.16.52

Which of the following commands will help unlock the account?
* Pam_tally2 &#8211;user=dev2 & #8211;quiet

* pam_tally2 &#8211;user=dev2

* pam_tally2 &#8211;user+dev2 &#8211;quiet

* pam_tally2 &#8211;user=dev2 & #8211;reset

Explanation

To unlock an account that has been locked due to login failures, the administrator can use the command pam_tally2
&#8211;user=dev2 & #8211;reset (D). Thiswill reset the failure counter for the user & #8220;dev2& #8221; and allow the user to log
in again. The other commands will not unlock the account, but either display or increase the failure count. References:

[CompTIA Linux+ Study Guide], Chapter 4: Managing Users and Groups, Section: Locking Accounts with pam_tally2

[How to Lock and Unlock User Account in Linux]

QUESTION 88

A systems administrator notices several intensive tasks executing from users Joe and Ann.

These processes are impacting server operations but must be allowed to continue running.

Which of the following commands should the systems administrator run to reduce the impact on the server?

* pkill -u joe ann
* renice 11 -ujoeann
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* nohup -u joe ann

* gtrace-u joe ann
https://www.computerhope.com/unix/renice.htm#:~:text=0n%20Unix%2DIike%200perating%620sy
stems,the%620L i nux%20version%200f%20reni ce

QUESTION 89

A Linux administrator copied a Git repository locally, created a feature branch, and committed some changes to the feature branch.
Which of the following Git actions should the Linux administrator use to publish the changes to the main branch of the remote
repository?

* rebase

* tag

* commit

* push

The push action is used to publish the changes made in alocal branch to aremote branch of a Git repository. This action will update
the remote branch with the commits made in the local branch and synchronize the two branches. The rebase action is used to reapply
commits from one branch onto another branch, creating alinear history of commits. This action does not publish any changesto a
remote repository. The tag action is used to create an annotated reference to a specific commit in a Git repository. This action does
not publish any changes to aremote repository. The commit action is used to record changes made in the local repository and create
anew snapshot of the project state. This action does not publish any changes to aremote repository. Reference: CompTIA Linux+
(XK0-005) Certification Study Guide, Chapter 20: Writing and Executing Bash Shell Scripts, page 579.

QUESTION 90

A systems administrator configured firewall rules using firewalld. However, after the system is rebooted, the firewall rules are not
present:

Chai INPUT 1i ACCEPT
a-n iped Loy ) -cﬁyﬁoﬁl destination
target prot opt sour%ﬁegm
G
Chain FORWARD {po]ﬁj@eﬁ%}iPT) ; .
Q- ) destination
target imeY opt source
Chai OUTPUT 11 ACCEPT
ain ipoligy ) destination
target prot opt source

The systems administrator makes additional checks:

- dynamic firewall daemon _\O“COT“
Loaded: loaded {lusr/lib/systemd/systemff%ﬁ@gﬁﬁf&.service: disabled; vendor preset: enabled)
Bctive: inactive (dead) pe‘ﬁa
; R
Docs: man: firewalld (1) b"-o

firewalld is not running
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Which of the following is the reason the firewall rules are not active?

* jptablesis conflicting with firewalld.

* Thewrong system target is activated.

* FIREWALL_ARGS has no value assigned.

* Thefirewalld service is not enabled.

The reason the firewall rules are not active is that the firewalld serviceis not enabled. This means that the service will not start
automatically at boot time or after a system reload. To enable the firewalld service, the systems administrator needs to use the
command sudo systemct1 enable firewalld. Thiswill create asymbolic link from the firewalld service file to the appropriate systemd
target, such as multi-user.target. Enabling the service does not start it immediately, so the systems administrator also needs to use the
command sudo systemctl start firewalld or sudo systemctl reload firewalld to activate the firewall rules.

The other options are not correct reasons for the firewall rules not being active. iptablesis not conflicting with firewalld, because
firewalld usesiptables as its backend by default. The wrong system target is not activated, because firewalld is independent of the
system target and can be enabled for any target. FIREWALL_ARGS has no value assigned, but thisis not a problem, because
FIREWALL_ARGS s an optional environment variable that can be used to pass additional arguments to the firewalld daemon, such
as &#8211;debug or &#8211;nofork. If FIREWALL_ARGS isempty or not defined, firewalld will use its default arguments.
References: firewalld.

service(8) &#8211; Linux manual page; firewall-cmd(1) &#8211; Linux manual page; systemct1(1) &#8211; Linux manual page
QUESTION 91

A systems administrator isimplementing a new service task with systems at startup and needs to execute a script entitled test.sh with
the following content:

TIMESTAMP=$ (date '+%Y-%m-%d %H: M3 %ghwf“

echo "helpme.service: t1mes§@m@ﬂ$ 1me5tamp)" | systemd-cat -p info
sleep 60 g

done

The administrator tries to run the script after making it executable with chmod +x; however, the script will not run. Which of the
following should the administrator do to address this issue? (Choose two.)

* Add #!/bin/bash to the bottom of the script.

* Create aunit file for the new service in /etc/systemd/system/ with the name helpme.service in the location.

* Add #!//bin/bash to the top of the script.

* Restart the computer to enable the new service.

* Create aunit file for the new service in /etc/init.d with the name helpme.service in the location.

* Shut down the computer to enable the new service.

The administrator should do the following two things to address the issue:

* Add #!/bin/bash to the top of the script. Thisis called a shebang line and it tells the system which interpreter to use to execute the
script. Without this line, the script will not run properly. The shebang line should be the first line of the script and should start with
#! followed by the path to the interpreter.

In this case, the interpreter is bash and the path is /bin/bash. The other option (A) isincorrect because the shebang line should be at
the top, not the bottom of the script.
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* Create a unit file for the new service in /etc/systemd/system/ with the name helpme.service in the location. Thisis necessary to
register the script as a systemd service and enable it to run at startup. A unit fileis a configuration file that defines the properties and
behavior of a service, such as the description, dependencies, start and stop commands, and environment variables. The unit file
should have the extension .service and should be placed in the /etc/systemd/system/ directory. The other option (E) isincorrect
because /etc/init.d is the directory for init scripts, not systemd services.

References: CompTIA Linux+ (XKO0-005) Certification Study Guide, Chapter 14: Managing Processes and Scheduling Tasks, pages
429-430.

QUESTION 92

A systems administrator wants to be sure the sudo rules just added to /etc/sudoers are valid. Which of the following commands can
be used for thistask?

* visudo -c

* test -f /etc/sudoers

* sudo vi check

* cat /etc/sudoers | tee test

QUESTION 93

A Linux administrator found many containersin an exited state. Which of the following commands will alow the administrator to
clean up the containersin an exited state?

* docker rm &#8211;all

* docker rm &#8211;state exited

* docker rm $(docker ps-aq)

* docker images prune *

Explanation

The command docker rm $(docker ps -aq) will alow the administrator to clean up the containersin an exited state. The docker
command is atool for managing Docker containers on Linux systems. Docker containers are isolated and lightweight environments
that can run applications and services without affecting the host system.

Docker uses images to create containers, which are files that contain the code, libraries, dependencies, and configuration of the
applications and services. The rm option removes one or more containers. The $(docker ps-aq) is acommand substitution that
executes the command inside the parentheses and replaces it with the output. The docker ps -aq command lists al the containers,
including the onesin an exited state, and shows only their IDs. The docker rm $(docker ps -ag) command will remove al the
containers, including the ones in an exited state, by passing their IDsto the rm option. Thiswill allow the administrator to clean up
the containersin an exited state. Thisis the correct command to use to accomplish the task. The other options are incorrect because
they either do not exist (docker rm &#8211;all or docker rm & #8211 ;state exited) or do not remove the containers (docker images
prune *). References. CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 19: Managing Cloud and Virtualization
Technologies, page 571.
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